Abstract-with the rapid advance in digital network, information technology, digital libraries, and particularly World Wide Web services, many kinds of information could be retrieved any time. Thus, the security issue has become one of the most significant problems for distributing new information. It is necessary to protect this information while passing over insecure channels. Steganography introduces a strongly approach to hide the secret data in an appropriate media carriers such as images, audio files, text files, and video files. In this paper, a new image steganography method based on spatial domain is proposed. According to the proposed method, the secret message is embedded randomly in the pixel location of the cover image using Pseudo Random Number Generator (PRNG) of each pixel value of the cover image instead of embedding sequentially in the pixels of the cover image. This randomization is expected to increase the security of the system. The proposed method works with two layers (Blue and Green), as (2-1-2) layer, and the byte of the message will be embedded in three pixels only in this form (3-2-3). From the experimental results, it has found that the proposed method achieves a very high Maximum Hiding Capacity (MHC), and higher visual quality as indicated by the Peak Signal-to-Noise Ratio (PSNR).
INTRODUCTION
Data security or data privacy has become increasingly important as more and more systems connected to the internet. In general, protecting the secret messages during transmission becomes an important research issue. To protect secret message during transmission, there are two ways to solve this problem. One way is encryption, which refers to the process of encoding secret information in such a way that only the right person with the right key can decode and recover the original information successfully. Another way is steganography technique, which hides secret information into a cover media or carrier so that it becomes unnoticed, and less attractive [1] . Steganography is one of the important and elegant tools used for securely transfer secret message in an imperceptible manner [2] . The word steganography in Greek means " covered writing" (Greek words "stegos" meaning "cover" and "grafia" means "writing") [3] . In general, steganography is the art of hiding a message signal into a host signal without any perceptual distortion of the host signal. It hides the secret message within other innocuous looking cover files, called carriers, (i.e. images, text files, audio files, or video files) so that it cannot be observed [4] . The most frequently used carriers are digital images.
There are two common techniques of embedding in image steganography; spatial domain and transform domain [5] .According to spatial domain, the secret data or secret message has directly embedded into the LSBs (Least Significant Bit) of image pixels. One of the most known examples of spatial domain method is LSB insertion [6] . In transform domain, the message embedded by modifying frequency coefficients of the cover image [7] . The work in this paper concerns about the spatial domain.
The basic types of steganography are linguistic and technical steganography. Linguistic steganography takes advantage of the properties of natural language, such as the linguistic structure to hide the messages. While technical steganography is the method of steganography where a tool, device, or method is used to conceal the message and it can be classified into; image, audio, video and text steganography [8] .
The basic model of steganography is shown in Fig.1 . According to this Figure, steganography process consists of carrier, message, and password. Carrier is also known as coverobject or cover-image, in which message is embedded. The message can be any type of data (plain text, cipher text, or image) that the sender wishes to remain confidential. Password has known as stego-key, which ensures that only recipient who has the stego-key will be able to extract the message from a stego-object. Finally, the cover-object with the secretly embedded message called the stego-object or stego-image [9] . The main goal of stenographic system is the image quality. The Peak Signal-to-Noise Ratio (PSNR) and Mean Squared Error (MSE) metrics are the most common measures used to evaluate the quality of the image [10] .
Where is the row and the column pixel in the original (cover) image, is the row and the column pixel in the reconstructed (stego) image, and are the height and the width of the image, is the dynamic range of pixel values, or the maximum value that a pixel can be taken, for 8-bit images; I=255.
The rest of this paper is organized as follows; related work will discuss in section 2, the proposed method will discussed in details in section 3, performance evaluation will give in section 4. Finally, section 5 concludes the paper.
II. RELATED WORK
In [11] , a modified image steganography method based on LSB technique has presented. This method presents the message by six binary bits by using LSBraille method (Braille method of reading and writing for blind people) instead of using the ASCII encoding format. This method works with two layers of the RGB image (Blue, and Green layer). The byte of the message is hidden in two pixels only; the first three message bits is hidden in the first pixel and the last three message bits sre hidden in the second pixel by starting with the blue layer then the green layer in the same pixel. According to this embedding way, only two bits for each character of the cover image are changed; 1-bit from blue layer and 1-bit from green layer. In the Blue layer, two bits per pixel are embedded, the message is not only embedded in the first least significant bit (LSB), but also the second least significant bit, and the third least significant bit are allowed to be changed. However, during each process of embedding, only 1-bit of the Blue layer will allowed to be changed. This process is done by taking the last three bits of the Blue layer pixel and applied two equations using the XOR function. Then the third bit of the message in the least significant bit of the Green layer will embedded in the same pixel, and so on as.
In [12] , the authors have proposed a secure method of steganography in which three main entities are exercises; pseudo random number generator, Least Significant Bit (LSB) substitution, and Optimal Pixel Adjustment Process (OPAP). In this method, cyclic pixel and indicator technique are used where two channels have been used as data channels and the remaining channel is used as an indicator channel. Red plan has been taken as indicator channel for the first pixel for the subsequent pixels the indicator channels follows a periodic cycle of R, G, and B barring the indicator channel, the other two channels act as the data channels for the corresponding pixels. The pixel intensity determines the bits to be embedded (i.e., LSB's of the indicator channel). If the LSB's of the indicator channel (say R channel) are 00 embed k bit in G and k+1 bits in B; in case of 01 embed k+1 bits in G and B. if LSB(R) is 10 embed k+1 bits in G and k+2 bits in B. If LSB(R) equals 11 embed k+2 bits in G and K+2 bits in B. A novel 2-key based pseudo random generator is employed which is used to embed data completely in a unique random fashion based on the user's choice.
Madhu et al [13] have proposed an image steganography method, based on LSB substitution and selection of random pixel of required image area. It generates random numbers and selects the region of the interested where in the required message is embedded along the random pixels. This method is target to improve the security where password is added by LSB of pixels.
In [14] , an algorithm called Triple-A algorithm has been proposed. This algorithm uses the same principle of LSB, where the secret message is hidden in the least significant bits of the pixels with more randomization in the selection of the number of used bits and the color channels that are used. This algorithm is divided into two parts (encryption, and hiding). In the hiding part, the RGB image is used as a cover media, which needs to have a pseudorandom number generator. The assumption of PRNG is in every iteration provide two new random numbers as seeds. The seeds of these PRNGs are namely Seed1 (S1), and Seed2 (S2). S1 is restricted to generate numbers in [0, 6] , while S2 is restricted to the interval [1, 3] . S1 random number is used to determine the component of the RGB image that is going to be used in hiding the encrypted data. On the other hand, (S2) random number determines the number of the component(s) least significant bits that is used to hide the secret data.
In [15] , a spatial domain method has been proposed. The principal of the proposed method is that LSB -3 (Third Least Significant Bit) of the cover image has been used to embed the message bits, and LSB -1, 2 may be modified according to the bits of the message to minimize the difference between the cover and the stego-cover. For more protection to the message bits, a stego-key has been used to permute the message bits before embedding it. However, the results of this method showed that the LSB -1 method has more PSNR values than that the proposed method, which means the LSB -1 image's quality is better than of the modified one, in the same time, the capacity still the same as the modified one.
In [16] , a new method is proposed. This method hides the secret message based on searching about the identical bits between the secret message and image pixel value. One pixel of the image is chosen randomly and the image is divided into three layer (Red, Green, and Blue), and then two bits of the secret message are embedded in each layer in the two least significant bit by searching about the identical.
III. THE PROPOSED METHOD
In this section, the proposed method will present. The proposed method is divided into two algorithms; the embedding algorithm, and the extraction algorithm. The embedding algorithm will plan to hide the byte of the secret message in three pixels only based on randomization in the cover image. It takes the cover image and the secret message characters as an input and converts each byte from the secret message to its binary format using the ASCII encoding format (each byte equal 8-bits). Then, the cover image is converted into three layers (Red, Green, and Blue) layer. Each pixel in the (Blue, and Green) layers is converted to its binary using the www.ijacsa.thesai.org ASCII encoding format. In the embedding technique, (2-1-2) layer is used (i.e. two layers (Blue and Green) are used in the first iteration), in the second iteration only one layer is used (i.e., Blue). In the next iteration, two layers are used (Blue and Green) and so on. The using of two layers then one layer then two layers leads to more secure and getting better PSNR value. The secret message is embedded randomly in the pixel locations using Pseudo Random Number Generators (PRNG) instead of sequential. This method of embedding is considered more secure than the embedding in a sequential manner. The message bits have been embedded in the form of (3-2-3) . In which the first 3-bits from the message are embedded in the first random pixel (2-bits in the blue layer at the least and second less significant bit, and 1-bit at the LSB of the green layer). Then, the second 2-bits from the message (fourth and fifth bits) are embedded in the second random pixel at the least and second less significant bit LSB of the Blue layer. After that, the last 3-bits from the message (the sixth, seventh, and eighth bits) are embedded in the third random pixel (2-bits in the blue layer at the least and second less significant bit, 1-bit at the LSB of the green layer), and so on as.
Pseudo Random Number Generator:
Pseudorandom number generator acts as a black box, which takes one number (called the seed), and produces a sequence of numbers. The ideal PRNG can generate a unique random integer, to implement the PRNG define a one-to-one function on the integers. Let's call such function a permutation [17] . It is known in Finite Mathematics that when p is a prime number, has some interesting properties. Numbers which are produced by this way are called quadratic residues. The quadratic residues are computed in C using expression (3). In particular, the quadratic residue of x is unique as long as .
For example, when p =11, the quadratic residues of 0, 1, 2, 3, 4, 5 are all unique (0, 1, 4, 9, 5, 3) (see Fig. 2 ).The remaining integers are fitted perfectly into the remaining numbers using expression (4). This only works for prime p, so new output numbers of 6, 7, 8, 9 , and 10 are all unique (8, 6, 2, 7, 10) (see Fig. 3 ) [17] . 
Steps:
1. Split the Cover Image C into three layers Red (R), Green (G), Blue (B).
2. Convert B, and G into blocks; B= { ... }, G= { ... } where each block is only one pixel.
3. Convert each block from B, and G to its ASCII format.
4. Split M into characters, M= { ... }.
5
. Take from M, and Convert it to its binary format.
6. Declare an array X of integer numbers. 27. Merge the three layers R, G, B again to construct the stego Image S.
Example:
Suppose that the secret message "abc" needs to hide in cover image (Lena 128.bmp). According to the proposed www.ijacsa.thesai.org method, the message characters are converted into its binary format 01100001, 01100010, 01100011, and then the Blue and Green channels are considered and its pixels are converted into binary format. Each byte from the message will be hidden in three pixels only. Based on the proposed method, it needs to generate nine random numbers to hide the message (message length * number of pixels). By using the PRNG generator, these random numbers are RS= {1, 4, 5, 3, 8, 6, 2, 7, 9} . Therefore, the first byte of the message will be hidden in pixel 1, pixel 4, and pixel 5(i.e., not sequential). Table I shows the  embedding process.   TABLE I. RANDOM BASED IMAGE STEGANOGRAPHY EXAMPLE
IV. THE PERFORMANCE EVALUATION
In this section, the proposed method has been tested by taking different messages with different lengths and hiding them in some RGB cover images (i.e., standard images). The proposed method is implemented using MATLAB 11.1.0 software running on a personal computer with a 2.27 GHz Intel (R) Core (TM) I3 CPU , 4 GB RAM and windows 7 as the operating system. Several experiments with 512 x 512 and 256 x 256 standard images are performed to evaluate the proposed method. Embedding capacity and stego image's visual quality (PSNR) are used to evaluate the performance of the proposed image steganography method. The results of these experiments are recorded and are summarized in the following tables.
The results in Table II explain that, the proposed method is tested using many images with different capacity, it produces high PSNR and the stego images appears approximately as the cover image that is explained in the MSE. Fig. 4 shows the cover image Lena 512 x 512 and the histograms of its B, and G layers which are used to embed the message given in Table II with capacity (21.845) bytes. Fig. 5 shows the stego image which is obtained after embedding that message and its corresponding histograms. The results of the comparison study between the proposed method and method in [11] by using different number of characters (bytes) secret message and 512 x 512 cover images (Lena, Baboon, Pepper) are presented in Table III . www.ijacsa.thesai.org According to the comparison results, it has found that the proposed method has PSNR values better than the method in [11] , which mean that the stego image quality of the proposed method will be higher than the stego image quality of the method in [11] . In addition, the average improvement of method in [11] is 48.1089 %, while the average improvement of the proposed method is 49.3245 %. So the proposed method outperforms the method in [11] by 1.22 %. Table IV represents the comparative results of our proposed method and method in [18] using different number of characters bytes (secret message), and 512 x 512 cover images (Lena, Baboon, Airplane). According to the comparative results, it is found that our proposed method has more PSNR values than that the method in [18] , which means that the stego image quality of our proposed method will be higher. In addition, the average improvement of method in [18] is 43.7543 %, while the average improvement of the proposed method is 53.692 %. So the proposed method outperforms the method in [18] by 9.93 %. According to the results in TABLE V, it is found that the proposed method has more PSNR values than method in [19] , which means that the stego image quality of the proposed method is higher than the stego image quality of this method. In addition, the average improvement of method in [19] is 40.993 %, while the average improvement of the proposed method is 55.6535%. So the proposed method outperforms the method in [19] by 14.66 %.
V. CONCLUSION AND FUTURE WORK
In this paper, a new Steganographic method has proposed, which provides high embedding capacity and PSNR. In addition, by using Pseudo Random Number Generator (PRNG), the security of the system has improved. Experimental results showed that our proposed method is considered an effective Steganographic method while it satisfies the Steganographic system goals.
In the future work, we are looking forward to try applying the proposed method on audio and video. Also, we are looking forward to enhance the proposed method to make the capacity higher than it while keeping the same PSNR or higher.
